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Ethical and Legal Topics

e Ethical
o CyberEthics
= https://en.wikipedia.org/wiki/Cyberethics

[e]

Trolly problem
= https://en.wikipedia.org/wiki/Trolley_problem
o Internet research ethics
» Informed consent
e https://en.wikipedia.org/wiki/Informed_consent
o Facebook
= http://www.pnas.org/content/111/24,/8788.full
= https://www.theatlantic.com/technology/archive/2014/06/everything-we-know-about-
facebooks-secret-mood-manipulation-experiment/373648/
» https://www.theguardian.com/technology/2014/jun/29/facebook-users-emotions-news-
feeds
o Privacy
= https://en.wikipedia.org/wiki/Internet_privacy
= https://en.wikipedia.org/wiki/Mass_surveillance
o Censorship
= https://en.wikipedia.org/wiki/Internet_censorship
= https://en.wikipedia.org/wiki/Internet_censorship_and_surveillance_by country
= https://en.wikipedia.org/wiki/WikiLeaks
o Fake news web sites
= https://en.wikipedia.org/wiki/Fake_news website
e https://en.wikipedia.org/wiki/False_equivalence
e https://en.wikipedia.org/wiki/False_balance
e https://en.wikipedia.org/wiki/Confirmation_bias
= Free speech
o https://www.eff.org/deeplinks/2017/03/california-bill-ban-fake-news-would-be-
disastrous-political-speech
e Legal
o CyberLaw
= https://www.hg.org/internet-law.html
o Legal issues for web development
= https://www.bitlaw.com/internet/webpage.html
= https://www.offthepagecreations.com/legal_issues_internet.php
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o DRM
= https://en.wikipedia.org/wiki/Digital_rights_management
o DMCA
= https://en.wikipedia.org/wiki/Digital_Millennium_Copyright_Act
= https://en.wikipedia.org/wiki/Safe_harbor_(law)
o Copyright infringement
= https://en.wikipedia.org/wiki/Online_Copyright_Infringement_Liability Limitation_Act
o Privacy policy
= https://en.wikipedia.org/wiki/Privacy_policy
o Terms of service
= https://en.wikipedia.org/wiki/Terms_of service
= https://en.wikipedia.org/wiki/End-user_license_agreement
= https://en.wikipedia.org/wiki/Acceptable_use_policy
= https://oit.nd.edu/about-us/policies-and-standards/
o Patriot act
= https://en.wikipedia.org/wiki/Patriot_Act
o Freedom act
= https://en.wikipedia.org/wiki/USA_Freedom_Act
o Pen register
= https://en.wikipedia.org/wiki/Pen_register
= https://en.wikipedia.org/wiki/Lavabit
o National security letter
= https://en.wikipedia.org/wiki/National_security_letter
o FISA
= https://en.wikipedia.org/wiki/United_States_Foreign_Intelligence_Surveillance_Court
o International
= https://en.wikipedia.org/wiki/LICRA_v. Yahoo!
= https://en.wikipedia.org/wiki/Right_to_be_forgotten
e https://en.wikipedia.org/wiki/Google_Spain v.AEPD_and_Mario_Costeja_Gonzalez
= https://en.wikipedia.org/wiki/Google_Street_View_privacy_concerns
= https://www.nytimes.com/2017/06/27/technology/eu-google-fine.html
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